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Introduction

The global banking industry is undergoing a significant digital transformation fueled by the widespread adoption of online and mobile
banking services. While this evolution offers increased convenience and accessibility for consumers, it also exposes financial
institutions to growing risks such as fraudulent transactions, irregular account activity, and compliance violations. Traditional rule-based
systems and batch-processing approaches, which rely on predefined thresholds and historical fraud patterns, are increasingly
inadequate in detecting subtle or previously unseen anomalies, especially in real time.

To address these challenges, we embarked on a project to identify hidden patterns, anomalies in financial transaction data, and
practical applications of machine learning models within a low-code environment. This project employed unsupervised machine learning
techniques—specifically density-based spatial clustering of applications with noise (DBSCAN) and Isolation Forest from the Python
outlier detection (PyOD) library.

The entire anomaly detection pipeline is built using Altair® Al Studio™, a low-code, visual platform that enables seamless development
of machine learning workflows, ranging from data ingestion and feature engineering to model training and results visualization. With
minimal coding, Altair Al Studio allows the creation of scalable, interpretable, and adaptive fraud detection systems. By combining the
power of unsupervised learning with an intuitive platform, this project provided an effective solution for modern financial institutions
seeking to proactively detect and mitigate emerging risks in digital banking.

Dataset Description

A high-velocity transactional dataset was used and comprised 2,512 samples and 16 features (Figure 1), capturing a diverse range of
user and transaction-related metrics. Key attributes include account ID, transaction amount, device ID, location, IP address, customer
demographics, and timestamped activities. This rich combination of features made the dataset well-suited for detecting anomalies
related to location shifts, device spoofing, and sudden behavioral changes — all common indicators of financial fraud and unauthorized
account access.

Z\ ALTAIR © Altair Engineering Inc. All Rights Reserved. / altair.com / Contact Us /1


https://www.altair.com/
https://www.altair.com/contact-us/
https://altair.com/altair-ai-studio

J\ ALTAIR

Row No. Transactiond  AccountlD Transaction...  Transaction. Transaction.. ~Location DevicelD IPAddress  MerchantlD  Channel CustomerAge  Customer0..  Transaction...

1 ‘TXoo0001 AC00128 14060 Apr11,2023.. Debt San Diego. Doca3en 16218621892 MO1S AT L] Docter L]

H THooo002 AC00485 8240 dn27,2023.. Debt Houston D0000S1 13140614 MOS2 AT L] Dostor 1

3 TH000003 AC00018 128290 4u10,2023..  Debt Mesa 0000235 2597143157 MO0 Oriine. 19 Student %

4 THOON04  ACO0OTO 184500 May5,2023..  Debt Raléigh D000t87 2013225150 MOOZ Oniire % Stent 5

H TX000005 AC00411 13450 0ct16,2023...  Credit Aanta 0000308 851843100 MOt Oniine. % Student 198

€ TX002008. AC00388 2150 Ape3.20235.. Debdt Okizhoma Cty  D0OOSTS. 1767482211 MOS4 AT 18 Student mn

7 THO03007 AC00189 7080 Feb15,203... Credit Sealtle 0000241 140212253 Mot ATV 7 Doctor 139

8 THOON8  ACO006S 171420 May8,2023..  Credit Indanapols  D00OS00 RMTEIST M0 Branch L Retred 2

] TX000008 ACO0135 105230 Mar21,2023..  Credit Detroit D00sE0 2414882177 MO3S Branch 51 Engneer L]

10 TX00010 AC00385 815,660 Mar31,2003... Debt Nestle D0001&8 21898341 MOOT ATM 5% Doctor 120

1 TXooo011 ACC0150 17780 Mar 14,2023 Credit Abuguerque  D000205 23158283 MOT3 Oriine. 52 Engneer £

2 TH000012 AC00458 190020 Feb6,20235.. Debt Wemphis D000SEs 1614751122 030 Oriine. A Studant 1

] O3 ACOHIS2 494520 hn7,2035.. Credit Nesa 0000022 21098198143 MOST Banch % Stdent 1t

1 THOON0M  ACON26 781760 Nov20.2023..  Debt Memgis 00004 193830183 25 A % Stdent 12

% TH000015. AC0008s 165.590 Feb13,2023.. Debdt Lousvile D038 18812418112 MO17 Online. 1® Student 134

16 THO00016. Acoo21o 455450 Dec12.2023.. Debt Denver D0004ES. 2116943152 M025 AT 3% Engieer 12

< >
[ExampleSet 2512

Figure 1 — Dataset description: sample data

Data Preparation

To enhance the dataset’s ability to capture subtle, behavior-based anomalies, a lag attribute was engineered to track changes in key
device and location features—specifically, device ID, location, and IP address—across consecutive transactions belonging to the same
account ID. This was implemented using a loop operator (Figure 2) that sequentially compared each transaction with the immediately
preceding one for the same account. If any of these attributes showed a change from the previous transaction, the lag attribute was
flagged with a value of 1, indicating a potential anomaly; otherwise, it was set to 0.
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Figure 2 — Dataset preparation: Altair Al studio workflow

This lag-based feature (Figure 3) is especially important because fraudsters often attempt to disguise their activity by accessing
accounts from new devices, unusual locations, or through spoofed IP addresses. By capturing these temporal shifts at the individual
account level, the model gains insight into context-sensitive anomalies—those that are not evident when transactions are viewed in
isolation but become suspicious when considered in sequence. For example, a sudden change in device or location following a history
of stable usage patterns may signal account takeover or fraudulent access (Figure 4).
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Figure 3 — Dataset preparation: Altair Al studio workflow inside loop
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Figure 4 — Dataset preparation: Altair Al Studio lag operator and generate attributes operator parameters respectively

Incorporating this temporal dimension helps the anomaly detection algorithms distinguish between legitimate user behavior and
suspicious activity more effectively, leading to improved detection accuracy. It also allows for a more nuanced understanding of how
fraud manifests over time, rather than relying solely on static transactional features.

Data Preprocessing and Feature Selection

Effective anomaly detection relies heavily on data preprocessing (Figure 5), using the most relevant features that capture meaningful
patterns in the data (Figure 6). To achieve this, we first performed correlation analysis (Figure 5) to measure the relationships between
individual features and potential anomaly indicators. This statistical method helped identify which attributes—such as transaction
amounts, device changes, location shifts, and temporal activity—were most strongly associated with unusual behaviors in the dataset.
By focusing on these significant features, we minimized noise from irrelevant or redundant variables that could otherwise dilute the
model’s ability to detect anomalies accurately.
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Figure 5 — Dataset preprocessing and feature selection: correlation matrix and Altair Al Studio workflow
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Figure 6 — Dataset preprocessing and feature selection: selected attributes

After selecting the key features, we applied normalization using the interquartile range (IQR) method. This technique standardizes
feature values by scaling them relative to their spread between the 25th and 75th percentiles, making the data less sensitive to extreme
values or outliers. Unlike simple min-max scaling or z-score normalization, the IQR method is robust to outliers, which are common in
transactional datasets and could skew model training if not addressed properly (Figure 7).

By combining correlation-based feature selection with IQR normalization, we ensured that the anomaly detection models—DBSCAN
and Isolation Forest—operate on a focused, consistent, and clean dataset. This preprocessing step improved model convergence,
enhanced the detection of subtle anomalies, and contributed to more reliable and interpretable results (Figure 5).
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Figure 7 — Dataset preprocessing and feature selection: normalize
operator parameters

Anomaly Detection Using DBSCAN Clustering

DBSCAN is a density-based clustering algorithm used to identify clusters in data based on regions of high point concentration. Unlike
partitioning algorithms, such as K-Means, DBSCAN does not assume any specific cluster shape and does not require the number of
clusters to be specified beforehand. Instead, it uses a local density criterion to determine whether a point belongs to a cluster or should
be classified as noise.

The algorithm operates by identifying core points with enough neighboring points within a defined radius. Clusters are formed by
connecting core points that are density-reachable, meaning one can be reached from the other through a chain of neighboring core
points. This process naturally expands clusters around dense areas in the dataset, while points lying alone in sparse regions are
labeled as outliers.

DBSCAN's flexibility in handling arbitrary cluster shapes and ability to automatically detect noise make it suitable for analyzing datasets
where traditional methods struggle. The algorithm's behavior is governed by two key parameters that control the notion of density: the
neighborhood radius and the minimum number of points required to form a dense region. Despite its strengths, DBSCAN may face
challenges in datasets with varying densities, where a single global parameter setting may not capture all cluster structures accurately.
Nonetheless, it remains a powerful and intuitive tool for density-based clustering and anomaly detection

Mathematical Foundation

DBSCAN requires two parameters:

e ¢ (epsilon): The radius within which points are considered neighbors
e  MinPts: The minimum number of points required to form a dense region

Given a dataset D = {x4, Xz, ..., X}, for a point x;:
The ¢-neighborhood of x; is defined as all points x;j in D such that the distance between x; and x; is less than or equal to €.
— Ne (xi) = {x; € D | dist(xi, xj) < €}

e If the number of points in Ng(xi) is greater than or equal to MinPts, then xi is labelled as a core point
e Points that are within € distance of a core point are considered part of the same cluster
e Points that are not reachable from any core point are treated as noise or anomalies
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Implementation in Altair Al Studio

DBSCAN is an unsupervised learning algorithm well-suited for identifying patterns and outliers in transactional datasets. Unlike K-
Means, DBSCAN does not require predefining the number of clusters and can detect arbitrarily shaped clusters. It works by evaluating
density around data points using two parameters: epsilon (g), the neighbourhood radius, and MinPoints, the minimum number of points
to form a cluster. Points in low-density areas are labelled as noise or anomalies, which makes DBSCAN ideal for detecting irregularities
in financial transaction data (Figure 8).
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Figure 8 — Anomaly detection using DBSCAN clustering: Altair Al
Studio workflow

In this project, DBSCAN was applied using Altair Al Studio, with epsilon set to 1.1 and the minimum points to 10 (Figure 9), based on
empirical tuning. These parameters allowed the algorithm to capture dense clusters of regular transaction behavior while identifying
sparse or isolated points as potential anomalies. After clustering, the data was de-normalized to restore it to its original scale for ease of
interpretation. This end-to-end pipeline enabled a robust clustering mechanism that uncovered hidden patterns and deviations in the
dataset, providing valuable insights into anomalous transactional activity without relying on labelled data.

n Clustering (2) (DBSCAN)

epsilon 14 ®

minimal points 10 ®

Figure 9 — Anomaly detection using DBSCAN clustering: DBSCAN
operator parameters

We were able to analyze the data as to which was marked as regular transaction and potential fraud (Figure 10), and a scatter plot was
created using customer age and transaction amount to visualize the clustering results and identify potential anomalies (Figure 11). This
plot effectively illustrates the separation between regular transactions and outliers detected by the DBSCAN algorithm. While most
transactions formed dense clusters indicative of typical behavior, the anomalies appeared as isolated points scattered away from the
main grouping. This visual representation helped validate the clustering model qualitatively, offering an intuitive understanding of how
certain transactions deviated from normal customer patterns and potentially signaled fraudulent activity.
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Figure 10 - Anomaly detection using DBSCAN clustering: anomaly found after clustering
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Figure 11 - Anomaly detection using DBSCAN clustering: scatter plot visualization in Al Studio and Tooltip in Python
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After applying DBSCAN clustering, the results were further analyzed by aggregating key transaction-related attributes across the
identified anomaly groups (Figure 12). This post-processing step revealed distinct behavioral differences between regular and
anomalous transactions. Fraudulent or irregular entries often exhibited elevated login attempts, higher average transaction amounts,
and longer transaction duration. These patterns reflected unusual activity typically associated with suspicious behavior. Aggregating
features in this manner added clarity to the model output (Figure 13), helping to validate and interpret the clusters by highlighting
meaningful deviations from typical customer behavior. The model performance was evaluated using silhouette score (Figure 14).

Silhoutte score (2)

Rename (2) Map Aggregate Real to Integer
exa R exa exa [T exa exa exa exa ¥ exa
{3‘; g i q @ » p
dic ori = ori ori ori D
v v v v

Figure 12 - Anomaly detection using DBSCAN clustering: Altair Al Studio workflow for output

Row No. Anomaly Found median(LoginAttempts) average(TransactionAmount) average(TransactionDuration) mode(CustomerAge)
1 Potential Fraud 4 583,511 139.307 24,000
2 Regular Transactions 1 284.001 118.709 26.000

Figure 13 - Anomaly detection using DBSCAN clustering: aggregation results

Row No. Silhouette_Score
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Figure 14 - Anomaly detection using DBSCAN clustering: silhouette score
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Advantages

e Detects clusters of arbitrary shapes
e Robust to outliers
e No requirement to specify the number of clusters

Use Cases

e Banking and finance: DBSCAN has been used to detect unusual transaction behaviors and financial fraud by identifying
transaction clusters and separating outliers

e Healthcare: Applied to identify anomalous patient records in electronic health systems that may signal misdiagnosis or system
errors

e  Mobility/transportation: Used for analyzing GPS and ride-sharing data to detect outlier travel routes or unauthorized fleet
usage

Anomaly Detection Using Isolation Forest (PyOD)

Isolation Forest is an unsupervised anomaly detection algorithm that operates by isolating data points rather than modeling normal
behavior. The fundamental assumption behind the method is that anomalies are few and significantly different from majority of data,
making them easier to isolate through random partitioning. Unlike traditional distance- or density-based techniques, Isolation Forest
builds an ensemble of binary trees, known as isolation trees, where each tree is constructed by randomly selecting a feature and then
randomly choosing a split value within the range of that feature. As this recursive process continues, data points are progressively
partitioned until they are isolated. Anomalous points, which reside in sparse regions of the data space, typically require fewer splits to
be isolated and thus tend to have shorter path lengths in the tree structure.

This approach provides a natural and intuitive anomaly score based on the average path length required to isolate a point across all
trees in the ensemble. The shorter the average path, the more likely the point is an anomaly. Isolation Forest is computationally
efficient, with linear time complexity in both the number of data points and the number of features. It also requires significantly less
memory compared to other methods, making it suitable for high-dimensional and large-scale datasets. Furthermore, the interpretability
of the algorithm lies in its simplicity. Since anomalies are defined in terms of ease of isolation, the model avoids assumptions about the
data distribution and adapts well to different types of datasets. This makes Isolation Forest a robust and versatile technique for
identifying rare or irregular patterns in complex data.

Mathematical Foundation
Isolation Forest uses random partitioning to isolate observations:

e Given a dataset D, randomly select a feature f and a split value s € [f_min, f_max]

e Recursively split the data

e Path length h(x) for observation x is the number of splits to isolate it

e Average path length c(n) is computed as:

e ¢(n)=2H(n-1) - 2(n-1)/n,

e where H(i) = In(i) + 0.5772 (Euler’s constant)

e Anomaly score: s (x, n) = 2(-E(h(x))/c(n)) where E(h(x)) is the average of h(x) from a collection of isolation trees
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Implementation in Altair Al Studio

An Isolation Forest model was applied for anomaly detection using the PyOD library, executed via the execute Python operator in Altair
Al Studio. This operator allowed the integration of custom Python scripts directly into the workflow, making it possible to implement
advanced anomaly detection without switching platforms. Isolation Forest is an unsupervised learning algorithm that isolates anomalies
by randomly selecting a feature and then randomly selecting a split value between the maximum and minimum values of the selected
feature. Since anomalies are fewer and more different, they tend to be isolated in fewer steps than normal data points. This property
makes Isolation Forest particularly effective in identifying irregular patterns in high-dimensional datasets like financial transactions. The
model assigned an anomaly score to each record, which was then used to label transactions as either normal or suspicious. This
helped uncover nuanced deviations that could indicate potential fraud, behavioral shifts, or system misuse, all while maintaining a
streamlined and code-efficient pipeline (Figure 15).
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Figure 15 - Anomaly detection using Isolation Forest (PyOD): Altair Al Studio workflow

We were able to analyze the data as to which was marked as regular transaction and potential fraud (Figure 16), and a scatter plot was
created using customer age and transaction amount to visualize the anomaly scores produced by the Isolation Forest model (Figure
17). The plot revealed a clear distinction between normal transactions and those flagged as anomalous by the model. Most data points
formed dense regions, reflecting common transactional behavior, whereas potential outliers appeared as isolated points away from the
core clusters. This visualization not only provided an intuitive grasp of how the model identified anomalies but also offered a valuable
cross-check to assess the alignment of model outputs with observable behavioral deviations. It reinforced the effectiveness of Isolation
Forest in detecting subtle yet significant irregularities within the transaction dataset.

1

N Anomaly_found Binominal 0 Regular Transaction Potential Fraud Regular Transaction (2386), Potential Fraud (126)

ail

Figure 16 - Anomaly detection using Isolation Forest (PyOD): anomaly found after clustering
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Figure 17 - Anomaly detection using Isolation Forest (PyOD): scatter plot visualization in Al Studio and Tooltip in Python plotly

A similar aggregation process to DBSCAN clustering was conducted on the output of the Isolation Forest model (Figure 18), to interpret
its anomaly predictions. The grouped data revealed that transactions flagged as anomalies tended to share characteristics such as
increased access attempts, variations in transaction timing, and unusual spending patterns. This method of analysis proved valuable in
understanding the logic behind the model’s isolation decisions, especially since Isolation Forest identifies outliers based on how easily
they can be separated from the rest of the dataset. Overall, this aggregation enriched the interpretability of the model and provided
actionable insights into potential fraud risks (Figure 19).
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Figure 18 - Anomaly detection using Isolation Forest (PyOD): Altair Al Studio workflow for output

Row No. Anomaly_found ge(T i ) ge(Ti i i median(LoginAttempts) mode(CustomerAge)
1 Potential Fraud 328.785 137.016 3 18.000
2 Regular Transaction 295.947 118.726 1 26.000
Figure 19 - Anomaly detection using Isolation Forest (PyOD): aggregation results
Advantages

e Handles high-dimensional data
o Effective for skewed distributions
e Efficient computation

Use Cases

e Cybersecurity: Used to detect insider threats and anomalous user access behaviour within enterprise networks
e E-Commerce: Applied to identify fraudulent browsing behaviour and fake reviews based on session and clickstream data

e Manufacturing and loT: Deployed in predictive maintenance to isolate abnormal sensor readings that indicate early signs of
machine failure
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Figure 20 — Architecture Diagram

Operationalization

The anomaly detection workflow was deployed using Altair® Al Hub™ (Figure 21), enabling seamless integration of real-time processing
and analytics. Altair Al Hub acts as the operational backbone for Altair Al Studio workflows by exposing models as scalable, secure
REST endpoints that can be triggered in response to live transaction data. Its core benefits include:

e Real-time model deployment with secure REST API endpoints for streaming or batch inference

e Centralized model and workflow lifecycle management, including version control and rollback capabilities
e User and access governance through role-based permissions and audit trails

e CI/CD integration with DevOps pipelines for streamlined deployment
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Figure 21 - Architecture: deployment of DBSCAN process on Altair Al Hub
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Challenges

During the design of the anomaly detection pipeline using Altair Al Studio, a few challenges were encountered, particularly in the areas
of modeling and post-processing

A primary challenge involved the trial-and-error tuning of DBSCAN parameters, such as epsilon and minimum samples. Given
DBSCAN's sensitivity to data scale and density, identifying optimal values required extensive experimentation. Similarly, configuring the
Isolation Forest model, particularly determining the right contamination threshold, was complex due to the lack of supervision and
variability in transaction patterns.

Another major hurdle was the absence of labeled data, which made model evaluation difficult. Without a clear ground truth,
performance had to be assessed through visual validation and domain intuition, which introduced subjectivity into the process.

Additionally, the post-processing and aggregation stage, where detected anomalies were grouped and labelled required custom rule
creation based on behavioral patterns and data observations, which was not always generalizable across datasets.

Conclusion

This project demonstrated the practical application of machine learning models within a low-code environment like Altair Al Studio to
address real-world challenges in financial anomaly detection. By leveraging the strengths of both density-based (DBSCAN) and
isolation-based (Isolation Forest via PyOD) algorithms, the approach effectively identifies patterns that deviate from normal transaction
behavior, many of which are indicative of fraudulent activity. The seamless integration of preprocessing, feature engineering, clustering,
and model interpretation in a single pipeline underscores the potential of low-code platforms to accelerate the development of intelligent
systems. As digital transactions continue to grow in volume and complexity, Al-powered and scalable solutions are crucial in fortifying
the security and integrity of financial operations.
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